
 

 

An In-House Cheat Sheet On Risk-Based Cybersecurity 
 
By Melissa Maleske 
 
Law360, Chicago (August 11, 2015, 10:42 PM ET) -- In a world where even the largest and 
most powerful governments and corporations have fallen victim to data breaches, it's hard for 
the average company to know what level of cybersecurity it needs. Luckily, the U.S. government 
has already put out a guide to help in-house counsel figure it out. 
 
The National Institute of Standards and Technology admits there’s no silver bullet when it 
comes to cybersecurity. But companies of differing size and risk appetite are finding that its 
Cybersecurity Framework is a powerful — and free — arrow in their cybersecurity quiver, even if 
they don’t operate in the critical infrastructure sector the framework targets. 
 
Part of the anxiety inherent in cybersecurity is the realization that no matter what you do, 
nothing’s 100 percent safe in the face of skilled and motivated attackers. The framework 
couches cybersecurity in the language of risk management, which makes it familiar to 
organizations accustomed to weighing costs and benefits and calibrating levels of risk appetite 
every day. 
 
"The NIST framework presents the security issues as part of normal corporate risk 
management, so it's easy for companies to bring them into their existing processes for 
identifying and reducing risk," said James Pooley, former deputy director general of the World 
Intellectual Property Organization. 
 
Talking the Talk 
 
The framework is a tool companies can use to analyze where they are and where they want to 
be. It identifies five functions of cyberrisk management — identify, protect, detect, respond and 
recover — and outlines four tiers of implementation, from partial to adaptive.  
 
In the lowest tier, practices are informal, risk management is ad hoc, and companywide 
awareness and approaches are limited. At the highest tier, however, cyberrisk management “is 
part of the organizational culture and evolves from an awareness of previous activities, 
information shared by other sources and continuous awareness of activities on their systems 
and networks.” 
 
“The beauty of the NIST framework is that it is a tool for risk management that can be used by 
companies in any industry and is in fact being used by companies not only in the critical 
infrastructure industries but beyond,” said David Turetsky, who runs the cybersecurity initiative 
at Akin Gump Strauss Hauer & Feld LLP. “One reason it’s important is that ultimately it should 
be a board decision [as to] what level of risk a company is willing to take with regard to 
cybersecurity.” 
 
The NIST framework, which is mercifully jargon-free and even comes with a glossary and 
acronyms guide, provides a way for people with disparate backgrounds and expertise to assess 
where they are and collaborate. Breaking down the complex task of cybersecurity into a set of 
clearer terminology creates a shared vernacular for organizationwide discussion and 
management of risk, including pitches to the board. It's something Turetsky says was lacking 
previously. 



 

 

 
“It creates a common language to talk about cybersecurity so that technical people can talk to 
the lawyers who can talk to the board,” Turetsky says. “Everybody can get on the same page 
about what they’re doing, what level of cybersecurity they’re achieving and what level of risk 
they want to take on.” 
 
The framework is broad enough that it can be customized to each business's needs, and 
several organizations have released guidance that places the NIST recommendations in the 
context of specific industries. 
 
The Federal Communications Commission, for example, applied the framework to the 
broadcast, cable, satellite, wireless and wireline segments and developed a template that 
organizations can use to prioritize risk management processes. The framework has also been 
folded into guidance such as the U.S. Food and Drug Administration’s guidance on medical 
device cybersecurity. 
 
Intel is one company that has publicly embraced the framework and published a paper detailing 
how the chipmaker put its concepts into action. 
 
But because the framework is tailored for the corporate setting, it is not easily applicable to a 
growing concern for corporate legal departments: privacy and security vulnerabilities that 
emerge via law firm practices. 
 
The Association of Corporate Counsel’s chief legal strategist Amar Sarwal says law firms should 
also be looking at International Organization for Standardization, or ISO, standards and 
American Bar Association model rules for guidance. They should also keep up with the rest of 
the industry: Sarwal says he’s heard of clients warning their firms that other law firms targeted 
for mergers wouldn't be able to have contact with their work product because their data 
protection practices aren't up to snuff. 
 
“NIST is a nice general framework,” Sarwal said, “but I think if law firms only looked at that when 
they’re thinking about their representation of companies, they might not have enough guidance 
about how they should actually deal with their particular matters.” 
 
Walking the Walk 
 
While the NIST framework nudges organizations to do more and do better, it is also realistic 
about the amount of resources cybersecurity can take. It encourages lower-tier organizations to 
aim higher but recognizes that not every company warrants the highest levels of protection. 
 
Smaller companies not only have fewer resources to devote to information security, but they are 
also less obvious targets for attacks, and NIST acknowledges that weighing costs and benefits 
may result in less formalized protections. 
 
“Tiers do not represent maturity levels,” the framework reads. “Progression to higher tiers is 
encouraged when such a change would reduce cybersecurity risk and be cost effective. 
Successful implementation ... is based upon achievement of the outcomes described in the 
organization’s target profile(s) and not upon tier determination.” 
 
Pooley says this recognition is one of the most thoughtful and practical aspects of the NIST 
framework and something that sets it apart. 



 

 

 
“They have put some actual meaning into the phrase ‘reasonable effort’ by specifying different 
levels of effort that companies can implement in their operations,” Pooley says. “If you have a 
one-size-fits-all assumption, an awful lot of people are not going to do anything at all or are 
going to flail in their efforts because it’s too big for them.” 
 
Even if a company were to go through the NIST analysis and determine it already is where it 
wants to be, the exercise would be helpful, Pooley says, given that so much information loss 
occurs simply because people aren't paying enough attention. Managers and employees leave 
sensitive documents open on their unlocked desktops, they use the free wireless at the wrong 
coffee shop, or they click a link in a suspicious email without thinking. At the very least, the 
framework forces mindfulness. 
 
“We should remind ourselves of the insider threat and the fact that most actual information loss 
happens through the kinds of behaviors we actually can do something about in the classic 
management sense and that don’t always require the most sophisticated technological tools,” 
Pooley says. 
 
--Editing by Kat Laskowski and Christine Chun. 
 
Melissa Maleske 
Senior Reporter 
 
Legal News & Data 
 
Chicago, IL 
o. 872.888.8989  
m. 312.576.4982 
 


